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AFRC-CI 8 April 2019 
 
 
MEMORANDUM FOR SEE DISTRIBUTION 
 
SUBJECT:  United States Army Reserve Network Account Management Policy 
 
 
1. References: 
 

a. Army Regulation (AR) 25-2, Information Assurance, Rapid Action Revision, 
23 March 2009. 
 

b. Defense Information Systems Agency (DISA) Security Technical Implementation 
Guides (STIGs), https://iase.disa.mil/stigs/Pages/index.aspx. 
 

c. United States Army Chief Information Officer (CIO)/G-6 Cyber Directorate 
Information Assurance Best Business Practice (IA BBP) 05-PR-M-0002, IA Training and 
Certification, Version 5.0, 10 April 2012. 
 

d. National Institute of Standards and Technology (NIST) Special Publication (SP) 
800-53, Security and Privacy Controls for Federal Information Systems and 
Organizations, Revision 4, April 2013 (updated 22 January 2015). 
 

e. JTF-GNO CTO 07-015, Public Key Infrastructure (PKI) Implementation, Phase 2, 
11 December 2007. 
 

f. ARCYBER & 2A OPORD 2016-033, Implementation of Documentation of 
Privileged Users, 17 February 2016. 
 

g. United States Army Reserve Command (USARC) CIO/G-6 Network Account 
Management Standard Operating Procedure (SOP), 
https://xtranet/usarc/g6/ITG/G6%20SOPs/Forms/AllItems.aspx. 
 
2. Purpose:  This policy enforces user account management for all United States Army 
Reserve (USAR) managed networks (unclassified and classified).  All users are 
required to request an account using the Army Reserve Account Management and 
Provisioning (ARAMP) application in order to access USAR networks. 
 
3. Applicability:  This policy applies to all USAR managed network users. 
 
  

https://iase.disa.mil/stigs/Pages/index.aspx
https://xtranet/usarc/g6/ITG/G6%20SOPs/Forms/AllItems.aspx
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4. Policy: 
 

a. User account management is a critical component of an effective enterprise 
network security posture.  User accounts will be reviewed periodically by the Data 
Center Core Services Team.  In accordance with AR 25-2, paragraph 3-3a(10), any 
account that has been inactive for more than 45 days will be disabled.  Accounts that 
have been inactive for 90 days will be deleted.  Privileged-level accounts will also be 
disabled after 45 days of inactivity and deleted after 90 days of inactivity. 
 

b. User and privileged-level account activity is recorded as follows: 
 

(1) Users log into their accounts from workstations directly connected to the 
network or by authorized USARC managed wireless access points.  
 

(2) Users log into their accounts via a virtual private network. 
 

(3) Users log into Outlook Web Access to access their email over the Internet. 
 

(4) Users send or receive email via BlackBerry/iPhone transmission. 
 

c. Common Access Card (CAC)/Public Key Infrastructure (PKI) User-Based 
Enforcement (UBE) policies will be applied to all user accounts on USAR managed 
networks (unclassified and classified).  All information system and user account policies 
will be configured to ensure:  two-factor authentication, PIN requirements, and time-
based screen lockout features in accordance with applicable DISA STIGs, AR 25-2, IA 
BBP, and USARC Active Directory Naming Conventions.  The Authorizing Official (AO) 
reserves the authority to disable UBE on a case-by-case basis. 
 

d. Paragraph 3-3a(13) of AR 25-2 states that privileged-level access account users 
will maintain and use two separate accounts for network resource access, one for their 
privileged-level access and functions and a separate general user, non-privileged level 
account for routine administrative work.  This documents and proves the concept of 
least privilege, allowing only authorized access for users which are necessary to 
accomplish assigned tasks in accordance with organizational missions and business 
functions.  All privileged-level access accounts on USAR networks will have an 
Alternate Smart Card Logon (ASCL) token provisioned to the account and are required 
to login using the ASCL. 
 

e. All USAR network accounts (privileged and non-privileged) will be requested 
using the ARAMP application and approved and managed using USARC CIO/G-6 
Network Account Management SOP processes (reference g). 
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f. Shared user accounts (accounts where two or more people log in with the same 

user identification) are not permitted on USAR managed networks or systems.  Shared 
user accounts do not provide adequate identification, authentication, nonrepudiation, or 
individual accountability for system access and resource usage.  Unapproved shared 
accounts must be documented with the Information System Security Officer 
(ISSO)/Information System Security Manager (ISSM) and the account must be removed 
from the system.  

 
EXCEPTION:  Shared accounts, such as required by an application, may be approved 
by the organization.  Application accounts are requested through ARAMP and must 
follow a strict approval process.  Application accounts will not be allowed on USAR 
managed networks before final adjudication and approval is achieved.  Application 
accounts must be documented with the ISSO.  Documentation must include the reason 
for the account, who has access to the account, and how the risk of using the shared 
account is mitigated to include monitoring account activity. 
 

g. All accounts are subject to independent audit review, either by an automated 
process or by the ISSM or other authorized auditing agencies at the direction of the AO, 
USARC CIO/G-6, or Cybersecurity Operations Branch Chief. 
 

h. USARC Cybersecurity Operations Branch will perform quarterly reviews of 
privileged level accounts per OPORD 2016-033 by generating a Privileged-Level 
Access Agreement (PAA) report in the Army Training and Certification Tracking System 
(ATCTS), and providing to the ISSM. 

 
5. Effective Date.  This policy is effective upon signature and will remain in effect until 
revised or superseded by the point of contact. 
 
6. The point of contact for this policy is the undersigned at (910) 570-8653 or 
kimberly.m.register.civ@mail.mil.  
 
 
 
 
2 Encls Kimberly M. Register  
1. Memo, OSA, Aug 09 2018 Chief, USARC CIO/G-6 Cybersecurity 
2. Memo, USARC, 11 March 2019 Program Management (ISSM) 
 
DISTRIBUTION: 
(see next page)   

https://xtranet/usarc/g6-iad/HomePage/RMF/Artifacts/kimberly.m.register.civ@mail.mil
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DISTRIBUTION: 
 
GEOGRAPHIC COMMANDS: 
1 MSC 
7 MSC 
9 MSC 
63 DIV (R) 
 - USAG-FHL 
81 DIV (R) 
 - USAG-Fort Buchanan 
88 DIV (R) 
 - USAG-Fort McCoy 
99 DIV (R) 
 - ASA-Dix 
 
FUNCTIONAL COMMANDS: 
3 MCDS 
76 ORC 
79 TSC 
200 MP CMD 
311 SC(T) 
335 SC(T) 
377 TSC 
412 TEC 
416 TEC 
807 MCDS 
ARAC 
ARCD 
AR-MEDCOM 
LEGAL CMD 
MIRC 
USACAPOC(A) 
75 TNG CMD (MC) 
80 TNG CMD (TASS) 
83 US ARRTC 
84 TNG CMD (UR) 
85 USAR SPT CMD  
108 TNG CMD (IET) 
USAR SPT CMD (1A) 
(CONT) 
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DISTRIBUTION:  (CONT) 
 
AREC/ARET: 
USARPAC 
ARNORTH 
ARSOUTH 
ARCENT 
AFRICOM 
CENTCOM 
USAREUR 
USARAF 
8TH ARMY 
NORTHCOM 
USARJ 
I CORPS 
PACOM 
SOUTHCOM 
III CORPS 
XVIII ABC 
USASOC 
EUCOM 
SOCOM 
 
CF: 
USARC XOs 
USARC DIR/DEP/CH/ASST 
OCAR Directors & Deputies 
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